
Central Bank Digital Currencies (CBDCs)
Central Bank Digital Currencies (CBDCs) are digital forms of state currencies that are issued and regulated by central 
banks. They function as an electronic equivalent to physical cash and could fundamentally change the existing financial 
system. Unlike cryptocurrencies such as Bitcoin, CBDCs are centrally managed and secured by state institutions, which 
gives them a special position in the digital financial ecosystem.

In this series of articles, we examine the technological foundations, advantages, and risks of CBDCs as well as their 
potential impacts on the economy, society, and banking. We analyze current developments, international pilot projects, 
and the technical challenges in implementation.

This first article provides a structured overview of the key aspects of the topic, which we will examine in detail in the 
following articles. Each aspect will be considered from both technical as well as economic and regulatory perspectives.

The insights from this collection of articles are based on our current client and technology projects in the field of digital 
currencies as well as ongoing research by our team of experts.
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Summary
Central bank digital currencies are on the verge of fundamentally transforming our financial system. They offer 
considerable benefits while also posing risks.

For successful implementation, technological, economic, and social factors must be carefully weighed.

CBDCs are not just a technical innovation, but a tool for redefining monetary sovereignty in the digital age.
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Technological 
Foundations
1.1 Distributed Ledger 
Technology (DLT)
Most of the CBDC concepts currently being discussed are based on 
Distributed Ledger Technologies (DLT), such as blockchain. DLT enables 
secure, transparent, and virtually immutable storage of transactions in a 
shared, decentralized register. A key advantage of blockchain technology 
is that manipulations or subsequent changes are quickly detected, as the 
data is stored not only at a central location, but distributed across many 
nodes.

1.2 Trusted Execution 
Environments (TEE)
In addition to DLT, some CBDC concepts rely on so-called Trusted 
Execution Environments (TEE). These represent a protected area in the 
hardware where critical operations (e.g., cryptographic signatures) can be 
executed in isolation, making it much more difficult to access the sensitive 
data even with administrator rights. TEEs thus serve to ensure the 
security and integrity of transactions.



Benefits of CBDCs
Financial Inclusion
A frequently discussed motivation for CBDCs is the improvement of 
financial inclusion. In many countries, large parts of the population 
do not have a bank account or access to basic financial services. 
CBDCs could provide a solution by enabling direct access to digital 
payment systems - provided that sufficient digital infrastructure 
exists.

Efficiency in Payments
Through the digitization of money and the automation of many 
processes, transactions could be processed faster and more cost-
effectively than in the current system, which still involves lengthy 
clearing and settlement processes. This can lead to an improvement 
in overall market efficiency and significantly accelerate 
international payments.

Security and Transparency
The immutability of DLT transactions and the central monitoring by 
the central bank are intended to help curb fraud, money laundering 
and other criminal activities. Since every transaction is 
permanently recorded on the blockchain, suspicious patterns can be 
more easily identified. However, it is important to carefully balance 
data protection concerns.

Monetary Policy Control
CBDCs allow for more direct control over the money supply and the 
circulation of digital central bank money. Central banks could 
respond more flexibly to economic changes and more precisely 
control their monetary policy measures (e.g. interest rate 
adjustments or liquidity provision).



Risks and Challenges
Data Privacy
The comprehensive traceability of all transactions raises 
data privacy concerns. While pseudonymous or partially 
anonymous use can be technically provided for, it remains 
unclear how to ensure that user information is not still 
traceable.

Cybersecurity
As fully digital currencies, CBDCs are vulnerable to hacker 
attacks and security vulnerabilities. To prevent attacks 
and manipulation, high requirements for IT infrastructure 
and cybersecurity standards must be met.

Disintermediation of the Banking Sector
By allowing funds to be held directly with the central bank, 
commercial banks could lose significant importance. In 
the extreme case, this could lead to disintermediation, 
with large parts of the capital flowing out of the banking 
sector and banks having fewer deposits available for 
lending.

Technological Infrastructure
The implementation of a CBDC system requires 
considerable investment in hardware, software and 
personnel. In many countries, the required digital 
infrastructure is still insufficiently developed, which could 
lead to further social and economic inequalities in the 
event of the introduction of CBDCs.



Additional Topic Areas and Problem Areas
Control by the Central Bank

With the issuance of digital currencies, the central bank 
could directly apply limits or other monetary policy 
instruments to control the money supply. With a CBDC 
where the central bank manages citizens' accounts, the 
flow of money in the economic cycle could be closely 
monitored and influenced. This offers opportunities for 
fine-tuning the economy, but also risks in terms of 
potential surveillance.

Relationship between Fiat and Digital 
Currency

CBDCs are digital forms of fiat money and would 
initially exist in parallel with physical cash. In the long 
term, cash circulation could decline, but according to 
many central banks, banknotes and coins are likely to 
remain for the time being. The introduction of a CBDC 
can particularly increase the efficiency and cost-
effectiveness of payment transactions.

Impact on the Economy and Individuals

At the macroeconomic level, the introduction of CBDCs 
can lead to efficiency gains and enable new forms of 
financial inclusion. At the same time, a migration of 
deposits from the banking sector could impair lending 
and lead to a lower scriptural money creation (see 
point f). For individuals, secure and convenient 
payment options could arise, while data protection and 
technical access pose a challenge.

Discrimination Against Certain 
Population Groups

Not everyone has access to digital devices or a stable 
internet connection. Particularly in rural areas, among 
older population groups, or people with low affinity for 
technology, the use of CBDCs could be more difficult. 
Socially inclusive design and support for the 
introduction of CBDCs would therefore be essential.

Relation to Anti-Money Laundering 
(AML)

CBDCs can significantly improve the fight against 
money laundering, as transactions can be digitally 
stored and analyzed. This enables earlier detection of 
suspicious patterns and faster initiation of 
countermeasures. At the same time, clear data 
protection boundaries must be drawn to protect the 
privacy of law-abiding users.

Impact on Scriptural Money Creation

In the current monetary system, commercial banks 
create so-called scriptural money through lending. If 
the general public uses CBDCs and increasingly parks 
funds directly with the central bank, this would 
withdraw deposits from commercial banks, potentially 
reducing lending and thus scriptural money creation. 
The consequence could be a potential realignment of 
the banking and financial system.

Impact on States with Pronounced Periphery

In countries with strong regional disparities, the introduction of CBDCs could lead to new inequalities: In well-
connected urban centers, CBDC adoption would likely progress rapidly, while rural areas without adequate digital 
infrastructure or corresponding training would be disadvantaged. A tailored implementation is crucial here.



Mathematical and Computer Science 
Specialization

5.1 Cryptography and 
Hash Functions
The foundation for any DLT-based cryptocurrency or 
CBDC are robust cryptographic methods. Hash 
functions (e.g. SHA-256) ensure that each transaction in 
the blockchain is equipped with high tamper 
resistance. Asymmetric encryption methods (public-key 
cryptography) enable users to conduct transparent and 
yet secure transactions.

5.2 Consensus Mechanisms
Some CBDC concepts employ a consensus mechanism such as Proof-of-Work, Proof-of-Stake or a BFT (Byzantine-Fault-
Tolerance) procedure. Central bank-led CBDC solutions, on the other hand, could rely on semi-centralized approaches 
that are primarily focused on the trustworthiness of the participating nodes (or validators). This reduces energy 
consumption and accelerates transactions, as energy-intensive processes like mining can be avoided.

5.3 Scalability and Performance
A critical question is whether a CBDC system can reliably and in real-time function under massive transaction volume. 
Sharding concepts or second-layer solutions could provide a remedy here to achieve the necessary transaction rates 
required for a global or nationwide payment network.



Conclusion and Outlook
CBDCs have the potential to modernize the financial system and make payment transactions more efficient. They could 
lead to faster and more cost-effective transactions, improve financial inclusion, and enable regulators to have more 
precise control over monetary policy. At the same time, however, technological, economic, and social challenges 
should not be underestimated:

Data Privacy and Cybersecurity
Data privacy and cybersecurity must be 
maintained in order to gain the trust of the 
population.

Role of Commercial Banks
Commercial banks may need to redefine their 
role in order to continue to play a central function 
in the economic cycle when it comes to lending.

Implementation and Operation
The implementation and operation of a CBDC 
system require high investments and a massive 
expansion of digital infrastructure - with all the 
social and regional implications.

Anti-Money Laundering vs. Privacy
Anti-money laundering can be strengthened on 
the one hand, but the complete traceability raises 
questions about privacy.

Although many questions remain open, the approach of digital central bank currencies offers a fascinating outlook on 
the next stage of development of our monetary system. With the right technological foundation and forward-looking 
regulation, CBDCs can represent the next step in the digital transformation of the financial and banking sector. 
However, the tracks should be laid in such a way that inclusion, data privacy, and stability are equally ensured.
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Frequently Asked 
Questions about CBDCs

When will CBDCs be available in Germany? The digital euro is still in 
the development phase. Introduction is expected no earlier than 2026.

1.

Will cash and CBDCs coexist? Yes, the ECB plans to introduce CBDCs 
as a complement, not a replacement, for cash.

2.

How secure are CBDCs against hacker attacks? Multi-layered 
security architectures and cryptographic methods are intended to 
ensure the highest security standards.

3.

How much anonymity do CBDCs offer? Different models enable 
graduated privacy, similar to small cash amounts.

4.

How do CBDCs impact the banking system? Commercial banks will 
need to develop new business models, but remain indispensable for 
credit supply.

5.


